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bonee 30 neT Ha pPbiHKe
MHPOPMALMOHHbBIX TEXHOMOM NI

YHUKanNbHbIN HabOP KOMMETEeH LM

BonbLion onbIT pelleHnd 3aaad
BbICOKOIO YPOBHSA CITOXHOCTM

Pas3BuTaga annapaTHO-NporpaMmMHadg
MHPPACTPYKTYPA
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KOMITETERL

AyounT 1
obecneveHune
215

BbiasneHune

Peanusauua Tpe6oBaHun

o yA3BUMOCTEN, dbenepanbHbIX HOPMATUBHbIX D'OK::?;E?I_LMQ ‘ O6paboTka
pa3paboTka aKTOB M perynsiTopos ONbLUMX OaHHbIX
peKkoMeHaaumnin . (B T.4. cornacHo
no ME I/IMI'IOpT(lJ/I3a|/]Né?LLLeHI/II'O MaLUVIHHoe
MNocTaBkKa, . obyueHne |
BHegpeHue 1
conpoBoXaeHme .
C3U
. | ConpoBoxaeHme | /  BHenpexue un .
| MeponpuaTui ‘ | conpoBoxpaeHve |
| obecneymBatoLUX |
Lindposasn cepBuCcoB
TpaHcdopmauus O6cny»KmBaHme
(MooepHuM3auumsa

CNaboTOYHbIX
ceTem 1 cucTtem

NHPPACTPYKTYpPbI, o
nepexop Ha
oTeyecTBeHHoe MO)

| 1 BHegpeHue |
[ IHTerpaunsa le— Ap

. coCM3B | 1C-cuctem

3alWMLLEHHbIE
ceTn nepegayn |
OaHHbIX

/
| CTpoOUTENbCTBO U

| obcnyKuBaHve |

/. LOA

OpraHumsauunsa

Pa3paboTka U : CIY>K6bI 5 \ / MOHUTOPUHT 3aLLI,l/ILLI,e|:|HbIe
[ TexHWuyeckun | " BHeppeHue UC, TEXHNYecKoun . | 1 conposoXaeHye | OTKa30yCTOMNYMBbIE
ayanT UC 5Ty, CAO v FUC noaaepP»Ku nc, npgggneHme uon
L]
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OBCJIEAOBAHNE N AYOUNT

NMpoBeneHMe NpeanpoeKkTHoro obcnenoBaHmna MC* n MAK** MpoBegeHmne
TEXHWYECKOro ayamTa Ha COOTBETCTBUE 3aABMEHHbIM TpeboBaHUAM (MHPPaACTPYKTYPa,
cucteMHoe 1 npuknagHoe MO, nokyMeHTauma, B, nporpaMmMHbie r
MoNb3oBaTeNlbCKMe UHTePdENCbI), SKCMEPTHbIN Haa30p

APXUTEKTYPA N TTPOEKTNPOBAHWE

MpoekTnpoBaHme NC, pa3paboTka KoHLenummn, apxmtekTypbl NC,
PYHKUMOHANBHbIX M TEXHUYECKUX TpeboBaHUN.

Pa3paboTka »U3HeHHbIX LknoB VC. [TocTpoeHMe MHTEerpaLmMOHHbIX CXeM
B3aMMOLENCTBUA CUCTEM

PA3PABOTKA

Pa3paboTka 1 MoaepHM3aLMa obecnedyrBarolMx M GYHKLMOHaNbHbIX MC r
CepBKCOB C YY4ETOM TpeboBaHM degepanbHbIX HOPMATUBHbBIX aKTOB U
perynaTopos, B T.U. CMO un MNMC. TexXHUYEeCKMM KOHTPOSb peanm3aumm
PYHKLUMOHANbHbIX TpeboBaHMM

HNOKYMEHTALLNA

Pa3paboTka npoekTHoM (T3, CH T3, M3, NMMW) 1 akcnnyaTauMOHHOW OOKYMeHTaUnm
cornacHo NOCT (pyKkoBoOACTBa MoSib30BaTeNd M adMUHUCTPATOPa, XXypHan O3)

* NC - MHdopMaLMOHHbIE CUCTEMDI
* [NAK - [TporpaMMHo-annapaTHble KOMMIEKCbI



— OKCIUTYATALNA

/O

/02

/O3

/04

MOCTPOEHWE N OBCITY XMBAHWE LLOLO N ATC

MpoekTnpoBaHme LIOO 1 ATC, pacuéTt TpebyeMoro o6bémMa MHOPACTPYKTYPHOrO,

MHXXEeHEePHOTro 1 KOMMYTALMOHHOIo 060pynoBaHMsA. PazpaboTka nnaHa

MeponpuaTUi, MPOEKTUPOBaHWE U CTPOUTENbHbIE PaboTbl, MOCTaBKa 060pyA0BaHMUS,
MyCcKoHanago4Hble paboTbl, nepeHoc NC. PernaMeHTHOE 1 NpodunakTnyeckoe

obcnyXKmBaHMe MHPPaACTPYKTYPbI. YacTuuHas 1 nonHasa MogepHM3aums o

MHOPACTPYKTYPbI

BHEOPEHWE N COTTPOBOXOEHWE NC

PacyéTt notpebHoCcTEN U KOHDUTYPUPOBaHME MHPPACTPYKTYPbI,

MyCKOHanago4YHble paboTbl, BBOA, B OMbITHYIO M MPOMBbILLIEHHYO 3KcnnyaTaumio NC.
MOHUTOPUHT U KOHTPOb PAabOTOCMOCOBHOCTU MHbPACTPYKTYpbl U VC, npoBeaeHne
M1aHOBbLIX M aBapPMMHO-BOCCTaHOBUTENbHbBIX PAabOT

MOCTPOEHME 3ALLUNUEHHbBIX CETEW MEPEOAYM OAHHbIX

Pa3paboTKa 1 BHedpeHMe KOPMopaTUBHbIX 3aLLMLLEHHbIX CeTel, MocTaBka 1
HacTpoMKa obopyooBaHUe, pa3paboTka pernaMeHToOB NMOAKIoUeHNA U
obcny>KmBaHUsa. OpraHmsauma 3alMLEHHOMO yOanéHHoro 4ocTyna

XOCTUHI

Pa3smelleHmne o6opyaoBaHma M XOCTUHT MHOOPMALMOHHbBIX CUCTEM,
npenocTaBNeHME BbIYUCIUTENbHbBIX PECYPCOB A9 pa3MeLleHUsa obecneyrBatoLLmx
M GYHKUMOHaNbHbIX MC
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NHECKAH O ERPKKA

CITY)>XXBA TEX. NMOOLAEPXKN /02

OpraHmM3aumnsa CKBO3HbIX MPOLLECCOB
COMPOBOXAEHMA, BKIOYAA 3 NTNUHUU
noanep>xKm

OpraHmsaumnsa B3aMMOOENCTBUSA
3a4eMCTBOBaHHbIX rlonpa3,ueneH|/||7|

OpraHMsauma KpyrnocyTOUHOM ey PHOM
rpynmbl

Pa3paboTKa pernamMeHToB 06CyKMBaHKS,
MpoBefeHMA MIaHOBbLIX M aBapPUINHO-
BOCCTaHOBUTENbHbIX PaboT /03

KoHcynbTaLMOHHbIe Yy

COlMNMPOBOXOEHNE NC

Pa3paboTKa 1 BHeApeHMe MeTPUK
paboTtocrnoco6HocTU NC, MOHUTOPUHT
nc

MpoekTnpoBaHMe 1 HanoHeHne
6a3bl 3HAHWUW

Pa3paboTKka pyKOBOACTB Mosib30BaTe e

O6y4eHue nepcoHana

OBCJTYKBAHWE TEXHNKW

MocTaBKa M HaCTPOMKa KOMTMbIOTEPHOM,
nepndeprmnMHOM 1 MeYaTHOM TEXHUKM

OMarHoCTMKa 1 ycTpaHeHmne
HeVIC['IpaBHOCTeﬁ

YCTaHOBKa W HacTpomKa
Tpebyemoro MO

MNopgkntoyeHme B ceTeBytO
I/IHCbpaCprKTypy

PacuéTt notpebHoCTeN OCHOBHbIX U
pacxofHbIX MaTepuanos, PopMMpoBaHMeE
pesepBHoOro poHaa 3T



DKCMEPTHAA AHANMMTUKA /02

AHanms MHOOPMaLMOHHbBIX PUCKOB

MpenaTrecTauma 06beKToB
MHPOPMaTU3aLLMK U aTTecTalLmsa C .
npueiedyeHreM naptHepa

PacueT PUHAHCOBO-3KOHOMMUYECKUX
nokasatenen CObN* .

McnbiTtaHma o6opynoBaHma u MO

DKCNepTM3a NPOEKTOB M pPeLLEHIN

KOHCYJTbTALNI )

TexHunyeckme
OpraHm3auMoHHblIe

MpaBoBble

* COBW - Cuctema obecneyeHma 6e3onacHOCTU MHGopMaLMmM

# B - MHPopMaLMOoHHaa 6e30MacHoOCTb

COPMALUNOHHAH BE3OITACHOCT B

TEXHNYECKAH SKCIEPTU3A

KomMnnekcHoe obcregoBaHme
3awmueHHoctn NC

Pa3paboTka opraHm3aLMOHHO-
pacnopannTenbHoOM N HOPMaTUBHOMN
OOKyMeHTaumm B obnactm MB**

Pa3paboTkKa, anpobaumna v BHegpeHmne
TEXHUYECKUMX peLleHnn MNo 3amTe
MHPopMaLMmM

TexnogOepykKa 1 ConpoBoOXageHune
COoBM

YCTaHOBKa M HacTpoMKa NporpamMmMHo- ®
TEXHWNYECKMX CPeaCTB 3aluuThl
MHPopMaLmmn

(B T.U. KpMNTOrpadUUecKmx)



CBH3b

=y JIMUEH3NA OINEPATOPA CBA3U

/01 MOCTPOEHWE N CEPBVCHOE /02 TEJNEKOMMYHUKALWA
OBCJTY XMBAHWE N CBHA3b
3allUMLLEHHbIX KaHaioB CBA3M *  [pamble M MHOIFOKaHasbHble TenledoHHble
HoMepa, TenedoHMA y
CpecTB BblUMCTUTENBHOM TEXHUKMN //

Hoctyn k cetn IHTepHeT

CepBepHOro 1 akTMBHOIO CETEBOIO
obopynoBaHuA

/03 EOVNHAA BEOOMCTBEHHAA CETb 1

CBA3UV N NMEPEOAYN OJAHHDIX

[ ]

BHenpeHue u pa3sutne

MopepHM3aLmg y3M0B CBA3M > &

MNogkntoveHme opraHmsaumm ad

[ J
[ ]
[

9 PY ] ®



[ 1POEKT DI

HCor PoOBOXOEHNE /01 TEXHWYECKASA MOOOEPXKKA /02 PA3PABOTKA, MOLEPHW3ALNA U
N OBECIEYEHWE COlNMPOBOXOEHWNE NC
ConpoBoXpaeHue PABOTOCMNOCOEBEHOCTM
+  OdurumanbHbIM canT
" H¢paCprKTypbl « LleHTpoB 06paboTkM OaHHbIX . 1C:Kagpbl

ﬂ. . EOovHOM BEeOOMCTBEHHOWM CETU CBA3U U . AUC «TpuKpenneHmnes cTp14
nepegayn gaHHbIX

< - NC «JenonponsBoacTso» cTp.13
EQvHOM KOpNopaTUBHOM CETU CBA3U

KOMMbIOTEPHOM TEXHUKM U CPeacTB nevaTu AVCYH  ctpi2
KOpropaTUBHOM MHGOPMAaLIMOHHO- KD
KOMMYHMKaLIMOHHOWM CUCTEMD

BHyTpeHHWIM nopTan
CucTeM 1 CepPBUCOB (KopropaTUBHagA NoYyTa, yTp P

BKC, kagposas NC n T.4.) - Uap.

DYHKLMOHaNbHbIX CUCTEM U CEPBUCOB
(odumuManbHbIV CanT, OKYMEHTOO6OPOT,
ynpaBneHue HeaBMXXMMOCTbIO 1 T.4,)

/03 MHDOOPMALIMOHHAA BE3OMACHOCTb

O6cnepoBaHme M MogeNMpoBaHMe yrpos 6e3ornacHoCcTV MHGopMaumMm

MocTaBKa 1 HacTpOMKa CpeacTs 3allnTbl MHGopMaL MM

YnpaBneHue aenamu . [poeKTpoBaHME M HACTPOWMKA 3aLLUMLLIEHHbIX
Mpe3unpeHTa PO coepguHenuin (VPN)
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HconpoBOYXKOeHMne

ConpoBoXgeHune
NC n MAK

drey
«Mpe3ngeHTCKad

6MbIMoTEeKa UMEHM

B.H. EnbunHa»

/Ol

TEXHNYECKAA NMOOOEPXKA A /02
OBECITEYEHWE
PABOTOCITOCOBHOCTHA

MHbDOpPMaLMOHHO-aHaIMTUYECKMX CUCTEM U
MHOPaACTPYKTYPHbIX CEPBUCOB

KOMMIeKCOB TEXHNYECKUX CPEeACTB LIeHTPOB
06paboTKM OaHHbIX

CpefcTB NeyaTn KoprnopaTnBHOM /
MHDOPMaLMOHHO-KOMMYHMKALMOHHOW CUCTEMDI 03

CTpYKTypUpoBaHHOW KabenbHOM ceTu,
NOKaNbHOM BbIYMCNNTENBHOM CETU, BKIItOYas
paboune CTaHUMK 1 comyTCTBYOLLEE
obopynoBaHue

KoMnneKkcoB ckaHMpoOBaHMA

MynbTr MeOMMNHOro TeXHOMOrMYeCKoro
KOMTIJ1eKCa

CuCcTeMbl 2PUPHOIO M CNYTHUKOBOIO
TeneBUaeHUs

TunorpadcKoro KomMnnekca

VIH®pacTPYyKTYPHbIX CEPBUCOB U cainTa

OUNDPPOBKA BUBJTMOTEYHDbIX
MATEPWAJIOB

MoarotoBka M oLMGPOBKA apPXMBHbIX
MaTepuranos

3akymnKa obopyaoBaHUSA U MaTepuanos

OJTIMMIMMALOA «POCCUA B
N IEKTPOHHOM MUWPE»

Pa3paboTKa, BHegpeHue 1
CoMpoBOXaeHue

ConpoBoxaeHue meponpuatum OnmuMnuagbl,
KOHCY/bTaLLMa Mofb30BaTeen, MOAroToBKa
OTYETHbIX MaTepManoB



[ TPOLLYKIT DB

HHEeOABMXKMMOCTb
AVNCYH 2.0 e emmmocos.

3dPeKTUBHOE peLueHue B o6nacTm ydeTa n aHanmsa
doHOa KBapTUP U MHOM HEOABUXKXMUMOCTU

ABTOMaTU3aLMA MPOLLECCOB yMnpaBneHund Cbe,D,epaJ'leblM
MMyLLLeCTBOM N MMYLLIECTBEHHbIMM OTHOLWLEHWNAMN °

DopMU1POBaHME PEECTPOB 3E€MENbHbIX Y4aCTKOB, —
HeOBMXXMMOIO U OBVM>XMMOIO MMYLLLECTBa M JOMOBOPOB —'
DopMUMPOBaHME CTAaTUCTUHECKOM N PerflaMeHTHOM

OTYETHOCTM MO YyTBEPXKOEHHbIM dopMaMm °

OnepaTUMBHbIN JOCTYM K CBeAeHUaM 06 06beKTax * b
MMYLLIECTBA, HaXOOALLMXCA B BeAeHUM NoapasaeneHni 1
KypUpyeMbIx MoABeOOMCTBEHHbIX OpraH13aLmit

12



#HOOKYyMeHTo0b0opPOoT #6e30MacHOCTb_OaHHbIX

ANC «dEJTOMNMPONN3BOLOCTBO» TAUTA

KoMmnnekcHasa aBToMaTU3aLuUsa NpoL,EeccoB CepBuc WndpoBaHHbIX 3aMeTOK U Nepeaaym dainos ona
OeNornpousBOACTBa U yNpaBieHUsa AOKyMeHTaMu1 o6MeHa YyBCTBUTeNbHON MHbOopMauuen

BHyTPMB€aOMCTBEHHOIO Kpngn4yeCckKmn sHa4ymmoro

3M1IeKTPOHHOIo AOKYMEeHTOoO60poTa
Bce 3aMeTKM WndpoBaHHbIe, cepBep He XpaHUT

OTKPbITbIX TEKCTOB

| ToaroToBKa MPOEKTOB AOKYMEHTOB

LLIndposaHue oTeyecTBeHHOE, Ky3HeunK B
PaccMoTpeHe, KOHTPOb, XOA MCMOTHeHNS cooTtBeTcTBUM TOCT P 34.12-2015, kntod 256 6UT
OOKYMEHTOB

HeckonbKo pe)xMMoB WndpoBaHMa 6104YHOIo
MoanwucaHue (cornacoBaHve) AOKYMEHTOB C wndpa KysHeuunk, cornacHo MOCT P 34.13-2015
ncnonbloBaHmem YKIM*

[dBonHoe wmndpoBaHme

I NuTerpauus c cepsrcom M3O0O** (Ky3Heuuk + AES)
| BeOooMCTBEHHbIM 21eKTPOHHbIVM AOKYMEHTO060pOT . L1151 0COB0 BaKHbIX AaHHbBIX HEGOMbLLIOMO
(B200), nogkntoyveHMe opraHmsaumm pa3amepa - XOR ¢ KMiouom 6onblue

OPUNTUNHaNbHOIO TEKCTa

w MOOO - MeXXBeOOMCTBEHHbIW 3MEKTPOHHbIN OKYMEHTOO60pO0T

* YKITI - YeuneHHaa kBannduumpoBaHHasa a/1eKTPOHHada noanuch @

/{/% NP7



H#Oe30MacHOCTb_OaHHbIX #MenomumHa
LUMNHA OJAHHDBIX ANC «[MTPUKPEIMJTEHWE»
Be3onacHbif (3awmndpoBaHHbIN) o6MeH Cucrtema yuyéTta KOHTUHIeHTa

MHPOPMaLMOHHbIMU COOBLLUEHUAMN U PailaMU
Mexay UHPOopMaLMOHHbIMU CEPBUCAMU U

bU3NUECKUMU AMLaMK BeneHwue peecTpoB NpUKPEnIéHHOro

KOHTUHIEHTa K MOABEOOMCTBEHHbIM

MEOMUMHCKMM OpraHmM3aLmam
ABTOPM3aLMA YHaCTHMKOB OBMeHa
MHPOPMALMOHHbBIMWN COOBLLIEHNAMM 3aLUMLLEHHbI OBMEH AaHHbIMU C

| MEONUMHCKMMW OpraHmn3aLUmamMm

ObecneyeHne 6e30MacHoOM M rapaHTUPOBAHHOMN
nepefavm MHGOPMaLMOHHbBIX COOBLLEHU MexXay BesonacHoe xpaHeHue AaHHbIx
y4acTHUKaMum | KOHTUHIEeHTa

MapLpyTn3auma 1 0ocTaBka COOBLLEHWIN 00
KOHEUYHbIX MHDOPMaLIMOHHbIX CUCTEM Ha OCHOBE
HacTpanBaeMbIX NpaBusl

ObecneyeHne paboTbl XpaHWAMLLLA KtoYen Ang . .
wrdpoBaHMa U aelndpoBaHMAa MHOOPMALMOHHbIX
COOBLLEHNI ¥

N



C NOMHbBIM CAUCKOM NTNLEH3MI
MOXXHO O3HAaKOMUTbCA MO 3arpocy

NNLIE

Ha ocyliectBneHme MeponpuaTtnii 1 (Mnm) okasaHue
yCnyr B 06/1acTW 3alMTbl FOCYJaPCTBEHHOWM TalHbI

Ha ocyllecTBreHre pa3paboTKM 1 NMPOM3BOACTBA
CpPeacTB 3alMTbl KOHUOEHUWanbHOM MHPOPMaLMK

Ha peatenbHOCTb MO TEXHUYECKOM 3aLumTe
KoHbMaeHUManbHoM nHGopMaLlmm

Ha medatesibHOCTb Mo pa3paboTKe U MPOoKV3BOACTBY
CpPeacTB 3alMTbl KOHUOEHUManbHOM MHPOPMaLMK

Ha npoBepeHe paboT, CBA3aHHbIX C CO34aHMEM
CpencTB 3alUUTbl MHPOPMaLMM

15

MMNHWNCTEPCTBO OBOPOHDI o

Ha nedatenbHOCTb B 06/1aCTV CO34aHMS
CpencTB 3alUNUTbl MHGOPMaLMK

Ha okasaHue ycnyr tTenedoHHOM CBA3M
B BblAeNIeHHOW ceTun

Ha okazaHwme ycnyr cBA3u rno
npenocTtaB/TIEHNIO KaHaJTOB CBA3U

Ha oka3saHume TenemMatmuyecKmx
YCNyr cBa3u

Ha ocyliecTBneHme 0eaTenibHOCTM MO MOHTAaMXY,
TEX.0B6CNY)KMBAHUIO M PEMOHTY CpeacTB obecneyeHua
noXkapHow 6e30MacHOCTM 3JaHUM 1 COOPYXKEHUN



YnpaBneHue genamum
Mpe3sunpgeHTa PO

drey «YnpasneHue no
SKCrJlyaTauum 30aHUMn
BbICLLMX OPraHOB BNacTu»

CC[) CoeT DepepaLinu
depepanbHoro CobpaHua PO

X NcnonHUTENbHbIM KOMUTET
ﬁlﬁ Coopy»ectBa HezaBUCKMMbIX
locymapcTs
L/_| 1 orvn
«Mpe3npeHT-CepBUC»

MPE3VAEHTCKAS

TTOAMOCKOBBE

OBbEAMHEHHBIN CAHATOPUI VAIT PO

R T
“"I ntuugumﬁ;
CAHATOPHUH

«COUN»

!

KITUHUYECKUM CAHATOPHUM

BAPBUXA

Bepésra®

AAM HOBEPHAIOT

-y ®
- INFOWATCH

—,

infotecs
lkaspersky

PocTtenekom

MITY M. H.2. BaymaHa
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KOHTAKTDI

+7 495 620-80-11

V2.4

info@grcc.ru




